Microsoft Deployment Toolkit 2012
Introduction 
· Who am I – not an expert on MDT – nor a public speaker
· These notes/powerpoint/labs were a huge undertaking. I have ran through them all but I promise you that I missed a step – messed up an ordering – something (and probably several things). 
· Why am I doing this:
· I love sharing knowledge!
· Teaching, in my opinion, is one of the best ways to learn
· I think we, as an industry, need more contact.
· A note about labs :
· I hate step-by step labs. They do not teach you anything. The labs we will do have major objectives with some notes. Provided is an additional resources section. These will sometimes include very detailed steps. 
· If you get stuck in a lab, take a snapshot and play around a little bit. If you get really stuck, ask someone beside you or me for help.
· Word Confusion 
· I will often say things like Windows PE environment. It is a silly habit – like ATM machine… just go along with it. 
· Our deployment server name is WDS. I may occasionally say that “such and such was done to WDS” when I should have said “such and such was done in MDT”. 
· Finally – I work in a nearly homogenous environment – we are pretty much 99% Dell. A lot of my examples – tricks – etc will relate to Dell.
· Who are you? Why did you come here?
· How is OS deployment and image management currently handled at your sites?
· What problems do you currently have with OS deployment/image management?
· My goals for you:
· Show how to manage MDT/WDS
· Reduce image count (if possible to 1 per OS type)
· Never have to physically image an existing machine.
· Increase healthcare cost

Server 2012 Overview
· .\ allows you to log in locally
· Windows Key + X gives you the administrative menu
Hyper-V Overview
· How many of you are familiar with Hyper-V? Used it before?
· Hyper-V is a hypervisor provided by Microsoft that we will use to do these labs.
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MDT
What is MDT?
· MDT is a solution accelerator for OS deployment
· Basically meaning that it provides the operation framework to deploy operating systems to an end user state
Why use MDT?
· It is certainly true that you don’t need MDT to deploy an OS
· Microsoft provides ImageX, DISM as part of WAIK, WDS – all of these tools that can make an image, import drivers, and distribute through WDS/media
· MDT takes all of that hard work out of the image
· Drivers are injected automatically
· No need to fancy run once startup scripts
· No need to modify the default image
· Automatic boot image creation
How does WDS fit in? Do I still need boot CDs/image CDs
· WDS simply provides the means to distribute the image
· It provides the ability to distribute boot images and installation images
· Manages multicast sessions – remember that the slowest client controls the multicast transfer rate
· Boot CDs are not needed with WDS
· Image CDs are not needed with WDS
· Improvements WDS 2008 R2
· Multicast Multiple Stream Transfer – up to 3 simultaneous transfers
· Dynamic driver provisioning – Windows PE can run through a WDS session to download additional drivers.
WAIK (Windows 7 below) and WADK (Windows 8 and above)
WAIK: Windows Automated Installation Kit
· Contains Windows System Image Manager (WSIM) – used for GUI management of answer files
· ImageX
· DISM
· Windows PE
· User State Migration Toolkit (USMT)
WADK: WAIK Plus so much more!
· Deployment Tools (WSIM, DISM, etc)
· Application Compatibility Toolkit
· User State Migration Toolkit (USMT)
· Volume Activation Management Tool (VAMT)
· Windows Performance Toolkit W(PT)
· Windows Assignment Toolkit and Services
· Windows PE
Windows PE
· Windows PE is actually a complete operating system that comes in a 32 and 64 bit package
· Current version for Windows 7 is 3.0 and is built off of the Windows 7 kernel
· Loaded completely into ram. In MDT, it loads as the X drive.
· ADK contains Windows PE 4.0
· Publically available (no special licensing – no need to be a software assurance customer)
· Has certain limitations:
· Image can’t take longer than 72 hours as Windows PE automatically restarts at that time
· Loaded into RAM so items like drive mappings, connections, registry changes to the PE image are not kept for future PE sessions
ImageX and DISM
ImageX
· Windows 7/Windows 8 tool
· Allows for command line management of WIM files in terms of start of life/end of life.
· Specifically
· Creation
· Capturing
· Application
· Mounting/Unmounting
· Merging
· Deletion
DISM
· Deployment Image Servicing and Management
· Command line tool 
· Used for offline management of WIM components like:
· Packages
· Drivers
· Features
· Language settings
Other Tools
· SCM: Security Compliance Manager – used to apply security templates to computers. Included in MDT 2012 by default.
· DaRT: Diagnostic and Recovery Toolkit – a part of Microsoft Desktop Optimization Pack. DaRT
·  allows for remote desktop in a Windows PE environment. Also provides a ton of troubleshooting tools.
· USMT: User State Migration Toolkit – used to migrate user profiles, some applications, and other computer specific data to a new computer.

Lab 0.2: Tools of the Trade
Then and Now
Imaging in XP vs. Imaging in Vista + vs. Windows 8
Tools Changes:
· OEM Preinstall Toolkit: XP and below
· Windows Automated Installation Kit: Windows Vista/7
· Windows Assessment and Deployment Kit: Windows 8
Image Management: Hardware Abstraction Layer (HAL)
· XP: HAL Dependent – need separate images for different core processors
· Vista+: HAL independent – one image for single/multi core processors
OS Architecture/types:
· XP: separate installation sources needed for architecture and type
· Vista+: Can be merged.
· This is what you see when you install Server from an ISO and can pick from multiple versions
Setup Execution
· XP: text based setup called by Winnt.exe 
· Vista+: GUI based (Setup.exe) which is comprised of configuration passes. These are much like phases and in normal terms include extracting files, installing image, configuring image, Applying Updates, etc
Setup Answer Files
· XP: Unattend.txt, Winbom.ini, and Sysprep.inf all contained setup information – often duplicated from each other
· Vista +: Unattended.xml file contains all necessary data. Each phase will access the data needed at the particular time.
File Based vs. Sector Based
File Based imaging:
· Used in .WIM (Windows Imaging Format) files
· Supports multiple images per file 
· Natively support de-duplication of files – multiple images won’t contain multiple Windows folder, program files, etc
· Directly service the image using standard tools such as explorer
· Can granularly edit image to add/remove software packages, drivers, updates, etc
· Can technically span media – not sure why you won’t do this when you can use Network shares – but you got it!
· Non-destructive – you can image certain locations and exclude locations like C:\Users\
Sector based imaging:
· Used in many programs like Ghost, SmartDeploy, etc
· Copies entire drive (physical or virtual)
· Copies unnecessary data such as hibernate/temp files
· Copies any missed user side data
· One image per file
· No direct maintenance or servicing – must use special tools
Sysprepping in Windows 7
· Benefits:
· Prepares a computer disk for imaging by removing computer specific data such as a security identifier
· Security identifier controls local security group access. If this is not duplicate, local accounts may receive incorrect NTFS permissions
· Allows you to bring a machine into audit (configuration ) mode where drivers/applications can be installed and tested
· Allows you reset the Windows Welcome (Out of Box Experience) so that end users receive the same startup environment
· Reset Windows Product Activation (up to 3 times)
· This can be bypassed by grabbing the activation files – setting the SkipRearm when activating by command prompt
· Finally included in Windows – the version on the OS is the version that you need to use. Located at C:\Windows\System32\Sysprep
· When to use Sysprep:
· Beginning in Vista, the installation media is already sysprepped. If you use this media, you do not need to Sysprep
· If you make any live changes to the media – as in installing it to make changes – it must be resysprepped. This doesn’t count in the 3 count activation limit.

Lab 0.3: Then and Now
Terminology
Differences in Thick, Thin, and Hybrid Images
Thick
· A thick image contains all software, settings, user profile settings, etc that almost every user would need.
· Pro: Very little has to be done outside of the image in order to get an end user back to productivity
· Con: Doesn’t handle changes very well because settings are embedded in the image. Errors in image are replicated to every client. Slowest to deploy. Requires more work overall
Thin
· A thin image contains only the Microsoft pre-installed software and settings. A true thin image is the Install.Wim file from the installation media.
· Pro: A lot easier to manage, no chance of “breaking the image”, faster to deploy
· Con: Hardest to get end users up and running. Requires most amount of work up front.
Hybrid
· A hybrid image contains certain software and settings that would apply to the vast majority of users. Some organizations install plugins (Flash) and applications (QuickTime) that are used nearly everywhere. Settings, like disabling Action Center, may also be set
· Pro: Allows for users that simply use IE, Office, etc to get to work quicker. 
· Con: Errors can still be replicated. Still harder to manage granularly than a thin image.

What’s the right choice?
· What is your stance on this?
· Microsoft favors a thin image though they support all three.

Deployment Scenarios
New Computer
· Clean copy of Windows 7
· New partitions – formatted hard drive
· You completely know the setup – not having to worry about existing data
· This is my recommendation.
Refresh Computer
· Only should be really used Windows 7 and below as the refresh computer option is built into Windows 8.
· Preserves User Data
· Makes use of USMT
· Useful when system configuration needs to be changed (such as drive reconfiguration for BitLocker) but you don’t won’t to blow away the entire machine
Upgrade Computer
· Used follow upgrade path of MS Operating Systems (ex: Windows Vista to Windows 7; Windows 7 to Windows 8)
· I prefer using the New Computer scenario with a USMT add-on
Replace Computer
· Used when you have access to the old and new computers close to the same time
· The old computers will run steps to migrate files/settings to a central location
· The new computers will download these files/settings



MDT In-Depth – Part 1
LTI and ZTI
· Lite Touch Installation: This is where a user/technician has to do very little to the physical machine in order for it to image. An example of a lite touch installation would be a technician simply having to name the computer in the imaging process
· Zero Touch Installation: This is where a computer can be imaged and correctly configured without any user intervention. This should be your goal!
Answer Files, Bootstrap, and CustomSettings
Answer Files: 
· unattend.xml
· We will not really be editing this file directly (and only making a minor change in Windows SIM). The Task Sequence wizard will write most of our data.
Bootstrap: 
· This file is added to the Windows PE boot media. 
· In points the way to the deployment share, provides initial connection credentials, and sets the default keyboard. You can also skip the initial welcome screen. 
· This file exists in the control folder
CustomSettings: 
· This file exists on the deployment server
· Sets all of your default values - through careful planning, you can eliminate all of the prompts associated with imaging.
· Allows you to set the default administrator password
· Allows to set screen resolution
· Can skip different prompts
· Set domain join values


MININT Folder:
· This folder is copied to each client during the imaging process. It is how MDT keeps track of the imaging process.
· If this folder does not get deleted, the time a machine images – it will attempt to continue where it left off.
· Beginning in MDT 2012, machines will prompt with a dirty environment message if the MININT folder is found when it shouldn’t be.

Management of the DeploymentShare

· You will use the Deployment Workbench to manage the MDT deployment 
Global Properties:
· Opening Properties on the Deployment Share allows for configuring several important properties
· General Tab: 
· Sets deployment path, platforms supports, and enable Multicast.
· When you enable multicasting, MDT will setup a rotating multicast session.
· Rules:
· Allows a “GUI” based control over CustomSettings.ini
· Can launch notepad directly to bootstrap.ini
· Windows PE
· Allows for specific control over the X86 and X64 boot image
· Extra directory setting allows for additional tools to be injected – such as BIOS management tools (for Dell- this is CCTK), driver troubleshooting (Devcon), etc
· Under features, you can add items like DaRT
· Under Drives and Patches, you can specify how Windows PE drivers should be injected.
Updating the DeploymentShare and Boot Images
· The only time you need to update the DeploymentShare (which regenerates the boot image) is when a new boot driver needs to be added or if the bootstrap file needs to be edited.
Boot Images:
· Boot images contain your boot drivers (NIC, HD, System drivers). It should not contains fluff drivers (audio, detailed video, multimedia, etc)
· Contains bootstrap file. Does not contain customsettings.ini
· Does not contain anything else on MDT – no applications, operating systems (other than Windows PE), etc.
· If you are using WDS, remember to replace your WDS boot image with the newly updated MDT boot image.
Selecting your Boot image:
· If you plan on deploying X86 only, use the X86 boot image
· If you plan on deploying X64 only, use the X64 boot image
· If you will deploy both, use the X86 boot image.
Selection Profiles
· Selections profiles are an advanced feature in MDT.
· Allow for a connection between a folder (such one created in Out of Box drivers) and a task.
· MDT contains several prebuilt selection profiles:
· Everything.  This includes all folders (nothing excluded).
· All Drivers.  Not surprisingly, this includes the “Out-of-box Drivers” folder and all its subfolders.
· All Drivers and Packages.  This includes the “Out-of-box Drivers” folder and the “Packages” folder, and all the subfolders of both.
· All Packages.  This includes the “Packages” folder and all its subfolders.
· Nothing.  This includes no folders.  (I use this for testing in Hyper-V where no drivers are required in my boot images.)
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MDT In-Depth – Part 2
Operating Systems
· Physically located at DEPLOYMENTSHARE\Operating Systems\
· Where do I pull from?
· Can Import Full set of files (extracted ISO of media)
· Custom Image 
· WDS Images (that were already loaded on WDS Server)
· Should I edit the operating system Unattend.xml file here:
· Nope! Unattend.xml files are task sequence specific.
Applications
· Physically located at DEPLOYMENTSHARE\Applications
· Sub-folders are created based on full name of application – not short name
· Applications installation can be limited based on client platform.
· User Interaction or no User Interaction?
· Some organizations mandate in the task sequence what applications can be installed. For example, most include Office
· Other organizations will add in common software into the deployment process and allow users to check what software they wish to install. I do not recommend doing this.
Software
· As a Joseph best practice, software requiring consistent updates (or software that isn’t supported in a GP/SCCM deployment) should not be deployed
· Software is deployed via command line. Example: setup.exe /silent or msiexec /I MSI /qb
· If you are deploying Office, be sure to include the latest Service Pack in the updates folder. The service pack will include all previous updates and significantly cut down on the amount of updates needed.
BIOS Upgrades
· If your BIOS can be upgraded through an application, you can install it through a silent command line in the State Restore group of the Task Sequence.
· If your BIOS can be upgraded in a PE environment, you can simply create a command line task that calls the executable with silent commands.
· Because Windows PE is more limited, your BIOS upgrade may not support passing BIOS passwords through a command. 
· For a dell machine, the commands needed are –nopause –noreboot
· If possible, I recommend installing upgrades in a PE environment. Because fewer processes are running, you do not have to worry about conflicts. As a bonus, your OS installs on the updated BIOS version.
BIOS Maintenance
· Like BIOS upgrades, BIOS maintenance (configuring BIOS settings) can be handled in the PE or the OS environment. 
· Certain items, like TPM activation and enabling, should be done in PE. 
· Other items can be configured during the State Restore group. 

Packages and Update Management
· Windows Updates can be handled in several ways. And these are in no particular order and can even be combined
· Allow Windows Update (Pre and Post Application) tasks to download needed updates. 
· Updates can be excluded by WUMU_Exclude01= in your customsettings.ini
· To use your internal WSUS, specify WSUSSERVER=http://SERVER
· Slows imaging the most but nearly zero maintenance
· Updates can be embedded in the image by using DISM before the image is deployed.
· Fastest imaging process but requires monthly maintenance
· To help speed up the maintenance, I have a cool script for you!
· Updates can be injected into the image during the imaging process. This is done during PreInstall Phase with the Apply Patches task.
· If you do go this route, be sure to organize your Patch folder before importing patches – it will make future maintenance a lot easier.
· Organizations typically either divide first by OS architecture and then by OS. Others choose OS first and then architecture. 
· I prefer OS and then architecture but it really doesn’t make a difference. 
· Gives you most control of update process but still requires maintenance time and still slows up the imaging process.
· If you choose to go with item 2 or 3, you will need a second way to ensure your clients are updated. To achieve this, you could:
· Add a task to grab any updates not applied to the image
· Let your machines auto update while in a usable/live state
· To scope down package installation, make use of selection profiles!
Drivers
· MDT allows for dynamic driver provisioning – only the drivers needed are downloaded and installed. 
· All drivers are stored in the Out-of-Box drivers’ folder.
· MDT uses the Inject Drivers task to handle this process. Drivers can either be injected before the OS installs or after. Installing before the OS allows for the use of selection profiles.
Boot image Drivers:
·  To improve the download of your boot image, only necessary Windows PE drivers should be injected. For the most part, these include just network drivers and mass storage drivers. This is not very efficient though as unnecessary drivers (like wireless drivers) will be injected into your boot images.
· Dell provides a Window PE Cab file collection for boot images. It is available here: http://en.community.dell.com/techcenter/enterprise-client/w/wiki/2065.dell-driver-cab-files-for-enterprise-client-os-deployment.aspx 
· HP provides similar prepackaged cab files available here: http://h20331.www2.hp.com/Hpsub/cache/509658-0-0-225-121.html
· I recommend importing all of your Windows PE drivers into a specific Windows PE folder under Out of Box drivers’ folder. Then you can use a selection profile to inject only these drivers into your boot images. This will speed up your imaging!
Managing Hardware Models
· It is very tempting at first to just “dump” all of your drivers into the Out-of Box folder. Don’t do it!
· Instead – sort by OS and then architecture (or vice versa) and build a vertical structure for drive management
· Then use selection profiles to link each folder to a variable – this isn’t used so much in the driver deployment process but it will give you a 
· Add a task sequence variable named “DriverGroup001”. This value should equal your driver deployment folder structure. The should be created in the PreInstall group before the first Inject Drivers Task
· The selection profile for the PreInstall Inject drives tasks should be set to nothing.
· Managing Exterior hardware
· Most of us have to deal with user driven hardware. Just in education – we have SmartBoards, ELMO, etc.
· By creating an other folder, you can store drivers for this hardware. You should then create an extra Inject Drivers task
Cleaning up your IT Drive folders
· Most organizations have IT drives where OS, Applications, Drivers, etc are stored. 
· Reduce the clutter and use your DeploymentShare to automatically categorize everything.
· First Detour into Group Policy - 
· Because you now have a central place to store drivers, why not store every driver that your organization needs?
· If you do, you can change the DevicePath registry key to include certain sub-folders (like Printers, Scanners, etc).
· Then if you are running Vista+, the drivers are signed/trusted, and the GUIDs are published in Group Policy, standard users can install the driver without administrative intervention.
Task Sequences
· Task Sequences control the entire installation and are made up of specific tasks
· To help make deployment easier, simply remember the new big phases of deployment
· Window PE
· OS environment
· Task Sequences are called through LiteTouch.wsf/vbs scripts.
· Each task sequence is divided into groups
· Initialization: where MDT gathers information for the machine, establishes variables, and pulls specific settings that will replace CustomSettings.ini
· Validation: where MDT checks hardware to ensure compatibility. You can adjust values to ensure a stricter or more relax compatibility policy.
· State Capture: If you are making use of USMT, state capture will gather and save your user data
· PreInstall: MDT will format/partition the hard drives. Any drivers and patch injection tasks will run as well. If you are customizing the BIOS, those tasks would run here.
· Install:  The OS installs in this group. If you are needing to modify the BIOS boot order, you can do so after the OS installs
· Postinstall: This group injects post OS drivers, copies scripts for the script root. If you are using a recovery image, you would create it in this group.
· State Restore: This is the OS group. During this group, the computer is logged in as a local administrator. Tasks in this group include domain join, windows updates, Applications installation, and USMT finishing.
· Managing Roles/Features
· MDT 2012 completely reworked the roles and features installation task
· Each supported OS (with an exception for XP) has been added. 
· Each OS drop down menu shows the full list of roles and features. 
· While this is cool for clients, this is awesome for servers. Where a server administrator could spend a day setting up a server – installing updates – configuring roles, MDT can automate that process!
Monitoring
· Monitoring is simply enabled by checking the “enable monitoring” check box in the MDT global properties window. This does two things:
· Creates a new service named Microsoft Deployment Toolkit Monitor Service on the MDT server
· Edits your customsettings.ini file and adds in a monitoring URL. The URL is a combination of the server name and the port specified
· If you wish to do advanced monitoring, add this line to your customsettings.ini: SLShareDynamicLogging=\\wds.gcbe.local\deploymentshare$\logs\%OSDComputerName%. This will cause deployments to create an OSD log file on the server specified. 
· As a bonus, opening up the monitoring window for a client will show a Remote Desktop connection button, DaRT button (if DaRT is included), and a Hyper-V connection (if the client is a VM).
Lab 2: MDT In-Depth – Part 2
Configuring WDS
· WDS is the tool to distribute images across a network. In terms of MDT, it provides us the ability to pxe boot and multicasting sessions
Boot Images
· When you update your DeploymentShare, MDT will generate boot images by copying Windows PE files, any tools added, and the drivers specified into a bootable WIM file.
· The WDS role is not aware of MDT at all. When you update a boot image (in MDT), you must import it into WDS.
· The MDT boot images are stored in the Boot folder in the deployment share.
· We talked about this earlier but as a reminder:
· If you plan on deploying X86 only, use the X86 boot image
· If you plan on deploying X64 only, use the X64 boot image
· If you will deploy both, use the X86 boot image
· Under the Boot tab, in the global WDS properties, you can configure specific boot options like:
· Automatic boot image selection
· Escape keys to end the boot process
PXE Settings
· Let’s talk a little bit about DHCP and subnets. Certain network traffic (such as broadcast traffic) cannot go across subnets. If you have a subnetted environment, you can do one of the following:
· Add IP helper addresses at the top layer 3 device in each subnet
· Make use of DHCP scope options 66 and 67
· In the global properties, you can configure:
· PXE response for WDS – this should almost always be accept all known and unknown clients
· PXE response delay – this can be used if you have multiple PXE servers can want one to answer before another.
Multicasting
· When multicasting is enabled in MDT, an always active multicast session is created in the WDS server.
· Multicasting requires IGMP enabled on your switches.
· By default, this session will accept all clients and clients can join at any percentage.
· Beginning in Server 2008 R2, WDS became capable of sending slow clients to unicast sessions (automatically) or to create three speed dependent multicast sessions.
· Beginning in Server 2012, WDS supports MTU block size filtering. This was achievable in Server 2008 R2 with several registry hacks. Changing this block size for your environment increases multicast transmission rate between clients with different network speeds.

Accessing the WDS MMC from a client
· When possible, I like to avoid directly logging into servers. However, RSAT doesn’t include the Windows Deployment Service MMC. 
· You can create this MMC though by copying off the correct files from your WDS server. 

Lab 3: Configuring WDS

MDT In-Depth – Part 3

Database Configuration and getting to near ZTI
· Why use a Database
· With Customsettings.ini, we can specify global imaging settings. However, you will have times where a client needs a specific setting – like a specific task sequence. 
· With the MDT database, specific settings can be set for specific clients. This allows for you to use standard task sequences and store specials settings in a database.
· When you configure the database rules, your CustomSettings.ini file will add a priority setting for the SQL database.
· You can query a database based on Computer properties, Location, Make/Model, and Roles.
· A note to keep in mind: more queries equal a slower image. This is because each query equals a separate script that must be run. The bigger your database gets, the slower this query will become. 
· I recommend keeping as few queries as possible. In our environment, we only have CSettings so that computer attributes can be found.
· CSettings allows for querying based on MAC address, Serial Number, Asset Tag, and Universal Unique Identifiers
· By adding in our computers along with an identifying trait (such as a serial), we can even automate the naming of the computer!
· MDT comes with a crapton of PowerShell Cmdlets. By using these, we can mass script an import of computer accounts.
Lab 3.5: MDT In-Depth – Part 3

Securing MDT
Service Users
· MDT requires three separate connections requiring user credentials. You can combine the three roles into a single user or create a specific user for each task. You will need a user for:
· Authenticating against the deployment share. This user data is stored in the bootstrap.ini. Because of this, it is stored in the boot media.
· Authenticating against the domain – if you have any resources stored on a domain server, a user will need to authenticate for connection
· Joining the domain – a user that can create computer accounts in the domain will need to join the computer.
Share/Security Permissions
· The first step to securing your DeploymentShare is to evaluate who will need access and what kind of access will they need. Here are some items to consider:
· Domain computers will need read/execute for the applications and out-of box drivers folder
· If you use the Out of Box drivers as a central driver store, domain users will need read/execute to that.
· Any MDT service account will need read/execute for the whole share
· For simplicity, I would recommend giving everyone full control over the share and then locking down the folders with NTFS
Bootstrap.ini (and protecting your Boot Media)
· First – do not use administrative credentials in this file. The credentials are stored in clear text. 
· A simple domain user with a strong password will suffice.
· For additional security do the following:
· Restrict the account to only logon to certain computers (the MDT server, SQL server if you use a database)
· Do not use physical boot media (CDs). The password is stored in clear text on these CDs.
Least Privilege Domain Join
· By default, any domain user can add up to 10 computers accounts to the domain. Domain administrators do not have a limit
· Most organizations are probably deploying more than 10 computers… so we will need to give our domain join service user permission to join more computers to the domain
· To do this, we will grant the user permission to Create/Delete computer objects to any OU that you wish to create new computer accounts in.
· Joseph Best Practice: Any AD account should already be prestaged – the computer account should be created in the appropriate OU and joined to the correct groups. 
· However, if you want to specify a specific OU to that MDT will create computers in, add this to your customsettings.ini: MachineObjectOU=OU=NAMEOFOU,DC=DOMAIN,DC=LOCAL
Change SQL Permissions
· When we first configured SQL, we simply used our domain administrator account. This isn’t a best practice.
· The domain credentials supplied in the bootstrap.ini are also the credentials used to query the MDT database
· Once we change our bootstrap file to a service account, our Task Sequence won’t be able to query SQL.
· To change the SQL permissions, we will need to install the SQL Server Management Studio tools and configure access rights.
· The MDT_Build account will need database reader permissions.
	
Locking vs. Kiosk
· Earlier, we talked about the State Restore group and how a local administrator is logged into the computer during this process. This is not very secure as anyone can walk up the computer and do whatever they want.
· Two options are available:
· Add a lock workstation task at the beginning of State Restore: rundll32 user32.dll,LockWorkStation. If the computer reboots (because of an update/application install), you will need an additional lock workstation task.
· This is the most secure option
· The downside is that users will become confused – they will not know if the imaging process is finished.
· Add HIDESHELL=YES into customsettings.ini. This will prevent explorer from launching.
· You are still logged in as a local admin. A clever user could still launch explorer and do damage
· Users will not be confused as they can still see the status of the image process.
Lab 4: Securing MDT

MDT Troubleshooting
PXE
· WDS Service being stopped
· Incorrect DHCP options
· Incorrect IP Helper Addresses
· Competing PXE servers 
Windows PE
· Possible Problems:
· Incorrect Task Sequence
· Incorrect Unattend.XML file (normally caused by someone playing with it)
· Unfinished Task Sequence (Dirty Environment)
· To help troubleshoot, you can launch a command prompt by pressing F8.
Windows (Full Blown OS)
· Incorrect Task Sequence
· GPO Issue – certain GPOs can bring MDT
· Any GPO that reboots the machine and doesn’t log in as the local admin again
· Any GPO that adds a login prompt before the local admin can log in
· Any GPO that changes the local admin password
Clearing a Dirty Environment
· Before hitting Yes/No to the Dirty Environment Message – think about what you want to do.
· If you wanting to continues with an image, do not start a new task sequence
· If you want to start a new image, start a new task sequence
· Cleaning a Dirty Environment actually removes the MININT folder on the local machine. This can also be done by running diskpart - clean
Log files/Trace32
· The great thing about MDT is that it logs everything!
· During deployment, logs files are stored here: C:\MININT\SMSOSD\OSDLOGS
· After deployment, logs files are stored here: %WINDIR%\TEMP\DeploymentLogs
· Each script in the Task Sequence creates a log file. For example, ZTIDomainJoin.wsf creates a ZTIDomainJoin.log. These logs provide verbose mode troubleshooting.
· General logging is condensed in BDD.log.
· If you are using Advanced Monitoring, a copy of this log is store on your deployment share.
· If needed, you can also enable logging for the Deployment Workbench MMC. You can do so by adding a /debug to the end of the shortcut. The log file is stored in %temp% and is named DeploymenWorkbench_VERSION.log
· All of these logs files are ugly and hard to read! To make them a lot better, use Trace32 to view the logs.
Creating Flash Forward Task Sequences
· Flash Forward Task Sequences are essentially task sequences that test only the state restore group.
· These are useful as you can quickly test a problem and create a simulation that normally takes 30 minutes to get to.
· To create one, do the following:
· Create a new Task Sequence – delete all groups but the Initialization group and State Restore Group
· Configure MDT so that a test machine receives this task sequence
· Log in as the local administrator on a machine – navigate to your deploymentshare\scripts folder and launch litetouch.
Fixing Group Policy
· If you have GPO breaking MDT, you have a few options:
· Create a special OU for imaging machines. Have all machine accounts get created in this OU. Set blocked inheritance on this OU.
· Ensure that these GPOs do not process until imaging has finished. You can do this by creating a WMI filter and applying it to the breaking GPOs. The WMI filter is:  Select * From CIM_Directory Where Name = 'C:\\Windows\\Temp\\DeploymentLogs'
Lab 5: Troubleshooting MDT

Advanced Setups

DaRT Integration
· Beginning in MDT 2012, the DaRT tools could natively be integrated into the Windows PE media. 
· The tools included are:
· Registry Editor: a registry editor capable of modifying an offline operating system
· Explorer: the familiar explorer interface that is even capable of mapping network drives. Very handy for uploading logs, crash files, or backing up data
· Locksmith: a local user password reset tool
· Crash Analyzer: an offline Windows debugger capable of pinpointing troublesome drivers
· TCP/IP Config: a tool used to change the DaRT IP configuration
· File Restore: this tool provides file restoration of accidentally deleted files even on Bitlocker encrypted drives
· Hotfix Uninstaller: when a hotfix makes a machine unbootable, this tool can remove the hotfix
· [bookmark: _GoBack]Disk Commander: a handy tool to repair volumes, master boot records, or partitions
· SFC Scan: the System File Repair wizard can repair systems files that are preventing Windows from loading
· Disk Wipe: capable of wiping a disk or volumes with a single pass or four pass overwriting
· Computer Management: the all-inclusive MMC from Windows – now in a Windows PE format
· Standalone System Sweeper: an offline malicious software remover capable of deletion and quarantine
· And finally, though technically not a tool for system recovery, the Remote Connection interface allows Windows Administrators to remotely connect to a machine in a Windows PE environment.
· With the remote connection, an administrator can watch a Windows PE session remotely. This allows for troubleshooting, restarting of Task Sequences, etc.
· DaRT Integration creates three variables that are recorded in the OSD Log file:
· DartTIcket
· DartIP
· DartPort
 
Remote PXE and ZTI
· One of my goals in this class is to show you how to remotely image machines. Because of our database, our machine now automatically name. The only thing we physically still have to do is the PXE boot a machine.
· Note – this section applies to Dell machines. I am sure other vendors support the same features.
· If you were to physically PXE boot a machine, you are essentially changing the boot order one time. Knowing this, we can look for a way to automatically change the boot order one time.
· To achieve this, we do the following:
· Create a script or BIOS package that sets the NIC as the first boot device. With a Dell machine, we will use the Dell Client Configuration Toolkit
· While a machine is online, we connect to it by using the PSExecute tool. This tool allows to remotely execute processes. We will execute our BIOS Package. This will set the NIC as the first boot device. We will then restart the machine remotely..
· The machine will restart – select the boot image – launch Windows PE – and proceed through a task sequence.
· When the machine is existing Windows PE (right after the OS installs), we will need to change back the BIOS boot order. We do this through a PE bios management tool. For Dell, this tool is cctk. 
· The machine will then reboot and continue through the task sequence.
Lab 6: Advanced Setups


Closing
· Conclusion
· First – I hope everyone had a blast! I certainly enjoyed teaching this.
· Second – I am still planning on a Group Policy class. It probably won’t be until early next year though.
· Third – when you go back and start setting this up, let me know how it goes! If you run into any big problems, just send me an email.
· MVP Information
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