
Lab 4: Securing MDT

Goals:
· Create Service Users
· Change Security Permission on Deploymentshare
· Configure BootStrap
· Configure CustomSettings
· Change SQL Permissions
· Protect the State Restore phase
General Instructions
· Create two new AD users named:
· Mdt_Build
· Mdt_Join
· Ensure that MDT_Build has direct (not nested) Read/Execute permissions for the DeploymentShare. You will need to add MDT_Built to the security tab of the share.
· Ensure that MDT_Join has Create/Delete Computer Objects for the domain. This is done within Active Directory Users and Computers by right clicking on the domain and selecting Delegate Control
· Remove the ability for authenticated users to read customsettings.ini
· Change your domain join lines in customsettings.ini so that MDT_Join is the specified account. 
· If you are using the HideShell setting, you can enter it into your CustomSettings.ini file now.
· If you are using a lock task, add it to the State Restore phase (at the beginning of the group and after any reboots).
· Change your BootStrap user to MDT_Build by opening the bootstrap file and editing the user credentials.
· Update your Deployment Share and replace the boot images in WDS
· Install SQL Management Tools (if you haven’t).
· Connect to your SQL database. 
· Once connected, select security – new login…
· Specify TEST.local\MDT_build as the login in the general page
· [bookmark: _GoBack]Under the user mapping page, give MDT_build db_datareader permission to the MDT database.
· More specific instructions can be found here: http://www.windowsnetworking.com/articles_tutorials/Deploying-Windows-7-Part21.html
